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Agenda 

•  Introduction to Bitcoin 

•  Security of Bitcoin 

•  Hardware Wallet 
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Agenda 

•  Introduction to Bitcoin 
- Expanding Economy 
- Birth of Bitcoin 
- Cryptographic Primitives 
- Bitcoin Protocol 

•  Security of Bitcoin 

•  Hardware Wallet 
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4 http://www.cnbc.com/id/100971898  

exactly one year ago 

https://www.google.com.tw/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&docid=eftmar-x2od7pM&tbnid=Jef9qHkdlhE2QM:&ved=0CAUQjRw&url=https://bitcoin.org/&ei=I-3dU4nuG8eE8gX9_4CYCA&psig=AFQjCNH6Q-2SeZVvv2Vg8UL0MO6ah51zEQ&ust=1407139393324230
http://www.cnbc.com/id/100971898
http://www.cnbc.com/id/100971898


5 http://www.businessinsider.com/the-uk-treasury-wants-to-turn-london-into-a-bitcoin-capital-2014-8  
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http://www.dell.com/learn/us/en/uscorp1/campaigns/bitcoin-marketing  6 
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7 http://online.wsj.com/articles/ebay-payment-unit-in-talks-to-accept-bitcoin-1408052917  
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Venture Capital Investment 

http://www.coindesk.com/state-of-bitcoin-q2-2014-report-expanding-bitcoin-economy  
http://www.coindesk.com/bitcoin-venture-capital  

VC Investment up to December 2013:  US$ 110 millions 
VC Investment from January to June 2014: US$ 130 millions 
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2014 VC Investment in Bitcoin Overtakes 
VC Early-Stage Internet Investments  

http://www.coindesk.com/state-of-bitcoin-q2-2014-report-expanding-bitcoin-economy  
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Startup Ecosystem: 6 Classifications 

http://www.coindesk.com/state-of-bitcoin-q2-2014-report-expanding-bitcoin-economy  
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Investor View on Bitcoin 

http://www.coindesk.com/state-of-bitcoin-q2-2014-report-expanding-bitcoin-economy  
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Date Conference/Event Location 

Sep 11-12 APEX Digital Currency 
Partnerships 

San Francisco, 
California, US 

Sep 11-12 Bitcoin Central & Eastern 
European Conference 

Ljubljana, 
Slovenia 

Sep 15-16 Inside Bitcoins London London, England 

Sep 17-18 Crypto Valley Summit Isle of Man,  
British Isles 

Sep 17-19 Digital Currency Summit Andorra la Vella,  
Andorra 

Sep 19-20 Bitcoin Expo China 2014 Shanghai, China 

Sep 26 Bitcoin Conference Kiev 2014 Kiev, Ukraine 

Sep 28-29 Seattle Bitcoin Summit Seattle, US 

Oct 10-11 Hashers United Las Vegas, US 

Oct 16-17 Bitcoin to Business Congress Brussels, 
Belgium 

Nov 2-6 Bitcoin World at Money2020 Las Vegas, US 

Nov 18-19 Payments Indonesia Jakarta, 
Indonesia 

Nov 24-25 Cryptocon Singapore Singapore 

Nov 29-30 Bitcoin South Queenstown, 
New Zealand 

Dec 5-7 Dubai Bitcoin Conference Dubai, UAE 

Worldwide Conferences & Events 

12 
https://bitcoin.org/en/events   http://www.coindesk.com/bitcoin-events  
https://bitcoinfoundation.org/forum/index.php?/topic/810-upcoming-bitcoin-conferences-and-events 

Date Conference/Event Location 

July 3-4 Bitcoin Finance 2014 Dublin, Ireland 

July 9-10 Inside Bitcoins Melbourne, 
Australia 

July 19-20 North American Bitcoins 
Conference 

Chicago, Illinois, 
US 

July 23-24 Coin Congress San Francisco, 
California, US 

July 24-25 Cryptocon Sydney Sydney, 
Australia 

July 28-29 Inside Bitcoins Tel Aviv, Israel 

July 29 American Banker Digital 
Currencies Conference New York, US 

Aug 9 
Bitcoin and Cryptocurrencies: 
Prospects for Development in 
Russia 

St. Petersburg, 
Russia 

Aug 15-16 Cryptolina Raleigh, North 
Carolina, US 

Aug 22 Toronto Bitcoin Hackathon 
2014 Toronto, ON 

Aug 23 Scottish Bitcoin Conference Edinburgh, UK 

Aug 25 - 
Sep 1 Camp Bitcoin at Burning Man Black Rock City, 

Nevada, US 

Sep 1-2 World Bitcoin Forum Bonn, Germany 

Sep 3-5 Bitcoinference Summer 2014 Amsterdam, 
Netherlands Information up to August 15 
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Birth of Bitcoin 

• Described by Satoshi Nakamoto (中本聰) in 2008  

• Introduced as open-source software on the evening 
of January 3, 2009  

 

http://bitcoin.org/bitcoin.pdf  
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Excellent Tutorial for Beginners  
• How the Bitcoin protocol actually works 

- Published by Michael Nielsen on December 6, 2013 
- http://www.michaelnielsen.org/ddi/how-the-bitcoin-protocol-actually-works  

- “This is the best explanation of the Bitcoin protocol that I have read” 
by Bruce Schneier https://www.schneier.com/blog/archives/2013/12/bitcoin_explana.html   

• “To understand the post, you need to be comfortable 
with public key cryptography, and with the closely 
related idea of digital signatures. I’ll also assume you’re 
familiar with cryptographic hashing.” 

• “In the world of atoms we achieve security with devices 
such as locks, safes, signatures, and bank vaults. In the 
world of bits we achieve this kind of security with 
cryptography. And that’s why Bitcoin is at heart a 
cryptographic protocol.” 
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Elliptic Curves  橢圓曲線 
• The rich and deep theory of Elliptic Curves has 

been studied by mathematicians over 150 years 

Elliptic Curve over R:  y
2 = x3 + ax + b 

Point Addition 
Image Courtesy:  http://www.embedded.com/design/safety-and-security/4396040/An-Introduction-to-Elliptic-Curve-Cryptography  15 

Point Doubling 
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Elliptic Curves over Prime Fields 
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(addition)
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Addition:  

  (x3, y3) = (x1, y1) + (x2, y2) 

Doubling:  

  (x3, y3) = [2] (x1, y1)  
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The Elliptic Curve in Bitcoin for ECDSA 

https://en.bitcoin.it/wiki/Secp256k1  
http://www.secg.org/download/aid-784/sec2-v2.pdf  17 

ECDSA : Elliptic Curve  
Digital Signature Algorithm 

256-bit 
  prime 

256-bit 
  prime 
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Key Pairs for Digital Signatures 

• The base point G is fixed on the given Elliptic Curve 

• P = [m] G 

- Given m, it is easy and fast to find the point P 
• Using “double and add” for scalar multiplication 

- Given P, it is extremely hard to find the integer m 
• Elliptic Curve Discrete Logarithm Problem (橢圓曲線離散對數問題) 

- A randomly generated integer m is a private key for ECDSA 
• A private key is used to sign Bitcoin transactions 

- The point  P is the public key corresponding to m 
• A public key is used by other nodes to verify Bitcoin transactions 

• A Bitcoin address is the hash value of a public key P 

18 
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Hash Functions  雜湊函數 

19 

• Definition  H  is a function with one-way property if given 

any  y, it is computationally infeasible to find any value  x  in 

the domain of  H  such that  H(x) = y 

• Definition  H  is a cryptographic hash function if 

– Input : bit strings of arbitrary length 

– Output H : bit strings of fixed length  

• “hash values” or “hash codes” 

– H  has one-way property 

• Definition  H  is collision free if it is computationally 

infeasible to find  x'  x  such that  H(x' ) = H(x) 
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SHA-256 

Algorithm and 
variant 

Output 
size 

(bits) 

Internal 
state 
size 

(bits) 

Block 
size 

(bits) 

Max 
message 
size (bits) 

Word 
size 

(bits) 
Rounds 

Bitwise 
operations 

Collisions 
found 

Example 
Performance 

(MiB/s) 

SHA-1 160 160 512 264
 − 1 32 80 

and, or, 
xor, rot 

Theoretical 
attack (261) 192 

SHA-2 

SHA-224 

SHA-256 

224 

256 
256 512 264

 − 1 32 64 
and, or, 
xor, shr, 

rot 
None 139 

SHA-384 

SHA-512 

SHA-512/224 

SHA-512/256 

384 

512 

224 

256 

512 1024 2128
 −1 64 80 

and, or, 
xor, shr, 

rot 
None 154 

http://en.wikipedia.org/wiki/SHA-2  

• SHA stands for Secure Hash Algorithm 

• SHA-2 is a set of cryptographic hash functions designed by the U.S. 
National Security Agency (NSA) and published in 2001 by NIST as a 
U.S. Federal Information Processing Standard (FIPS) 
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Merkle Tree / Hash Tree 

21 http://commons.wikimedia.org/wiki/File:MerkleTree1.jpg  http://commons.wikimedia.org/wiki/File:MerkleTree2.jpg  

SHA-256: Hash Function in Bitcoin 

Block Block Merkle 
Root 
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Must be protected very well!!! 
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Transactions 

http://bitcoin.org/bitcoin.pdf  
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Block Chain 

http://bitcoin.org/bitcoin.pdf  

Mining 
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https://blockchain.info  
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Agenda 

•  Introduction to Bitcoin 

•  Security of Bitcoin 
- Strength of Crypto Primitives (ECDSA & SHA) 

- Random Number Generators 

- Side Channel Attacks 

- Transaction Malleability & Mt. Gox’ Bankruptcy 

- 51% Attack & Doomsday 

- … etc. 

•  Hardware Wallet 
27 
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Comments from Crypto Legends 
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Paul Kocher Ron Rivest Adi Shamir Whit Diffie  

http://www.youtube.com/watch?v=gMc9fHvc78Y 

“R” of RSA “S” of RSA “D” of DHKE DPA inventor 

https://www.google.com.tw/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&docid=eftmar-x2od7pM&tbnid=Jef9qHkdlhE2QM:&ved=0CAUQjRw&url=https://bitcoin.org/&ei=I-3dU4nuG8eE8gX9_4CYCA&psig=AFQjCNH6Q-2SeZVvv2Vg8UL0MO6ah51zEQ&ust=1407139393324230


Cryptographers’ Panel at  
RSA Conference 2014 [February 24-28] 
• Adi Shamir (R S A) 

– “It was supposed to be a decentralized system, which no one would be in control 
of. It turns out that there were a few organizations which, a few exchanges which 
dominated the market. Almost nobody can mine Bitcoins at the moment. So if you 
want to make any money out of the mining operation, you have to buy these very 
very expensive ASICs. And therefore again, it’s highly centralized.” 

– “If you think about how many cases are reported, in which Bitcoins are stolen from 
computers – from electronic wallets kept in your computer – it shows that the 
currency on the Internet cannot be kept on the Internet, which I find very ironic.” 

• Whit Diffie (Diffie-Hellman Key Exchange) 

– “I thought indeed in its original vision as a totally decentralized thing, that was 
tremendously exciting. I mean we’ve been trying, we’ve been chasing, […] 
decentralized, anonymous, this, that, and the other electronic banking; now for 
about three decades. So this struck me as a big leap forward in that direction. And 
Bitcoin […] needn't be perfect as a design, there are related designs that attempt 
to debug it. The kind of centralization you’re talking about is very hard to eliminate 
in anything.” 

• [See Appendix for complete script] 

 
29 

https://www.google.com.tw/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&docid=eftmar-x2od7pM&tbnid=Jef9qHkdlhE2QM:&ved=0CAUQjRw&url=https://bitcoin.org/&ei=I-3dU4nuG8eE8gX9_4CYCA&psig=AFQjCNH6Q-2SeZVvv2Vg8UL0MO6ah51zEQ&ust=1407139393324230


30 http://www.rsaconference.com/events/us14/agenda/sessions/973/bitcoin-is-here-how-to-become-a-successful-bitcoin  

https://www.google.com.tw/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&docid=eftmar-x2od7pM&tbnid=Jef9qHkdlhE2QM:&ved=0CAUQjRw&url=https://bitcoin.org/&ei=I-3dU4nuG8eE8gX9_4CYCA&psig=AFQjCNH6Q-2SeZVvv2Vg8UL0MO6ah51zEQ&ust=1407139393324230
http://www.rsaconference.com/events/us14/agenda/sessions/973/bitcoin-is-here-how-to-become-a-successful-bitcoin
http://www.rsaconference.com/events/us14/agenda/sessions/973/bitcoin-is-here-how-to-become-a-successful-bitcoin
http://www.rsaconference.com/events/us14/agenda/sessions/973/bitcoin-is-here-how-to-become-a-successful-bitcoin
http://www.rsaconference.com/events/us14/agenda/sessions/973/bitcoin-is-here-how-to-become-a-successful-bitcoin
http://www.rsaconference.com/events/us14/agenda/sessions/973/bitcoin-is-here-how-to-become-a-successful-bitcoin
http://www.rsaconference.com/events/us14/agenda/sessions/973/bitcoin-is-here-how-to-become-a-successful-bitcoin
http://www.rsaconference.com/events/us14/agenda/sessions/973/bitcoin-is-here-how-to-become-a-successful-bitcoin
http://www.rsaconference.com/events/us14/agenda/sessions/973/bitcoin-is-here-how-to-become-a-successful-bitcoin
http://www.rsaconference.com/events/us14/agenda/sessions/973/bitcoin-is-here-how-to-become-a-successful-bitcoin
http://www.rsaconference.com/events/us14/agenda/sessions/973/bitcoin-is-here-how-to-become-a-successful-bitcoin
http://www.rsaconference.com/events/us14/agenda/sessions/973/bitcoin-is-here-how-to-become-a-successful-bitcoin
http://www.rsaconference.com/events/us14/agenda/sessions/973/bitcoin-is-here-how-to-become-a-successful-bitcoin
http://www.rsaconference.com/events/us14/agenda/sessions/973/bitcoin-is-here-how-to-become-a-successful-bitcoin
http://www.rsaconference.com/events/us14/agenda/sessions/973/bitcoin-is-here-how-to-become-a-successful-bitcoin
http://www.rsaconference.com/events/us14/agenda/sessions/973/bitcoin-is-here-how-to-become-a-successful-bitcoin
http://www.rsaconference.com/events/us14/agenda/sessions/973/bitcoin-is-here-how-to-become-a-successful-bitcoin
http://www.rsaconference.com/events/us14/agenda/sessions/973/bitcoin-is-here-how-to-become-a-successful-bitcoin
http://www.rsaconference.com/events/us14/agenda/sessions/973/bitcoin-is-here-how-to-become-a-successful-bitcoin


Security Level: 128 Bits (Complexity 2128) 

31 http://www.keylength.com  
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NSA Suite B Cryptography 
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Algorithm Function Specification Parameters 

 ECDSA  Digital Signature FIPS Pub 186-4 
Curve P-256 for SECRET 

Curve P-384 for TOP SECRET 

 SHA  Hashing FIPS Pub 180-4 
SHA-256 for SECRET 

SHA-384 for TOP SECRET 

 

 

http://www.nsa.gov/ia/programs/suiteb_cryptography  

• The strength of Bitcoin crypto primitives is equivalent 
to that for protecting classified information of the USA 
government up to the SECRET level 

• Almost all the possible problems of Bitcoin come from 
its implementations, though the Bitcoin protocol looks 
perfect and its cryptography is strong enough  
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Signing of ECDSA 

33 http://en.wikipedia.org/wiki/Elliptic_Curve_DSA  

k : ephemeral key 
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Random Number Generators (RNG) 
• With DSA/ECDSA, the entropy, secrecy, and uniqueness of the 

random ephemeral key k is critical  
- Violating any one of the above three requirements can reveal the 

entire private key to an attacker 

- Using the same value twice (even while keeping k secret), using a 
predictable value, or leaking even a few bits of k in each of several 
signatures, is enough to break DSA/ECDSA 

• [December 2010]  The ECDSA private key used by Sony to sign 
software for the PlayStation 3 game console was recovered, 
because Sony implemented k as static instead of random 

• [August 2013]  Bugs in some implementations of the Java class 
SecureRandom sometimes generated collisions in k, allowing in 
stealing bitcoins from the containing wallet on Android app 

• This issue can be prevented by deriving k deterministically from 
the private key and the message hash, as described by RFC 6979 
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Side Channel Attacks (SCA) 

• A side channel attack is based on information gained 
from the physical implementation of a cryptosystem 

- e.g., timing information, power consumption, 
electromagnetic leaks, or even sound 

• "Almost every smart card you buy today is going to have 
countermeasures to Simple Power Analysis (SPA) and 
Differential Power Analysis (DPA)," said Benjamin Jun, vice 
president of technology at                                        
Cryptography Research, Inc.                                                     
(CRI); however, some newer                                          
implementations of Elliptic                                                     
Curve Cryptosystems (ECC)                                                         
"do in fact leak information." 
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https://www.google.com.tw/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&docid=eftmar-x2od7pM&tbnid=Jef9qHkdlhE2QM:&ved=0CAUQjRw&url=https://bitcoin.org/&ei=I-3dU4nuG8eE8gX9_4CYCA&psig=AFQjCNH6Q-2SeZVvv2Vg8UL0MO6ah51zEQ&ust=1407139393324230
http://www.cnet.com/news/workshop-exposes-deficiencies-of-electronic-encryption
http://www.cnet.com/news/workshop-exposes-deficiencies-of-electronic-encryption
http://www.cnet.com/news/workshop-exposes-deficiencies-of-electronic-encryption
http://www.cnet.com/news/workshop-exposes-deficiencies-of-electronic-encryption
http://www.cnet.com/news/workshop-exposes-deficiencies-of-electronic-encryption
http://www.cnet.com/news/workshop-exposes-deficiencies-of-electronic-encryption
http://www.cnet.com/news/workshop-exposes-deficiencies-of-electronic-encryption
http://www.cnet.com/news/workshop-exposes-deficiencies-of-electronic-encryption
http://www.cnet.com/news/workshop-exposes-deficiencies-of-electronic-encryption
http://www.cnet.com/news/workshop-exposes-deficiencies-of-electronic-encryption
http://www.cnet.com/news/workshop-exposes-deficiencies-of-electronic-encryption
http://www.cnet.com/news/workshop-exposes-deficiencies-of-electronic-encryption


36 http://www.coindesk.com/bitcoin-bug-guide-transaction-malleability  

交易延展 
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37 http://arxiv.org/pdf/1403.6676v1.pdf  
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38 http://www.coindesk.com/bitcoin-miners-ditch-ghash-io-pool-51-attack  
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Bitcoin’s “Doomsday”?  (June 14, 2014) 

39 http://news.list-online.com/prices-fall-as-bitcoin-confronts-doomsday-scenario-business-insider  

Bitcoin  GHashcoin 
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https://blockchain.info/pools?timespan=4days  

August 17, 2014 
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Internet Traffic Hijacking 

41 

Border Gateway Protocol 
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Security of Exchange Platform 
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Agenda 

•  Introduction to Bitcoin 

•  Security of Bitcoin 

•  Hardware Wallet 
- What is Bitcoin Wallet? 

- How to Secure Bitcoin Wallets? 

- Introduction to Hardware Wallets 

- Scenario of Using the Proposed Hardware Wallet 

- Demo of the Proposed Hardware Wallet 
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Using a Bitcoin Wallet 

 
 
 

Interface 

Bitcoin 
Wallet Bitcoin 

P2P 
Network Private Key 

Signed Transaction 

Unsigned Transaction 
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What is Bitcoin Wallet? 

• A set of Bitcoin private keys & associated addresses 
- It can transfer Bitcoin to receivers 
- It can receive Bitcoin from somebody else 
- It can show the balance 

• Hot Storage 
- Software Wallet 
- Web Wallet 

• Cold Storage 
- Paper Wallet 
- Hardware Wallet 
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Software Wallet  
(PC Program / Mobile App) 

The screenshot of Bitcoin Core  https://bitcoin.org/en/download 
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Web Wallet 
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Paper Wallet 

Bitcoin 
Address 

Bitcoin 
Private Key 
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Piper 

http://cryptographi.com  
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How to Secure Bitcoin Wallets? 

• Backup the wallet 
- Backup entire wallet 

- Encrypt online backups 

- Use many secure locations 

- Make regular backups 

• Encrypt the wallet 
- User a strong password and never forget it 

• Keep the software up to date 

https://bitcoin.org/en/secure-your-wallet  
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How to Secure Bitcoin Wallets? 

• Backup the wallet 
- Backup entire wallet 

- Encrypt online backups 

- Use many secure locations 

- Make regular backups 

• Encrypt the wallet 
- User a strong password and never forget it 

• Keep the software up to date 

 

• Offline wallet for savings 
- Offline transaction signing 

- Hardware wallets 

Hack 

Steal User’s File 

Brute Force / Key Logger / 
Social Engineering / … 

Need More Work  

Fake Update Site 
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Hardware Wallets 

• Best balance between very high secure and ease of use 

• No software can be installed on them 

 Very secure against computer vulnerabilities 

• Backup and Recovery 

https://bitcoin.org/en/secure-your-wallet 
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http://www.pi-wallet.com  
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http://www.hardbit.cn 
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Trezor 

• Specification 
- 59 x 30 x 6 mm, OLED with 128 x 64 pixels 

- I/O Interface: Micro USB (HID Class), Two buttons 

- Supported software wallet: bitcoincore, MultiBit, … 

- Supported web wallet: blockchain, myTrezor, …  

• Security Features 
- Generate private keys internally and never leave it 

- On device transaction signing 

- PIN protection (Dynamic PIN pad) 

- Backup by a seed (BIP0039, Bitcoin Improve Proposal) 

- Open-source include software and hardware 

http://www.bitcointrezor.com 
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Comparison of Hardware Wallets 
Category Trezor Hardbit 
Interface Communication 

Interface 
Micro USB Camera 

Security 
Features 

Store Private Key 
Security Levels 

Encrypted Flash Flash 

Backup Seed QR Code 

Pin Protection Special Pin Input on Device 

Software  
Support 

Wallet Software 
Integration 

Multi-Bit 
Electrum 
Block-chain 
MyTrezor Web 

Customized POS 

Source Code Open Closed 
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Other Hardware Wallets 

Mycelium Bitcoincard BTChip 

PRISMicide Some Concepts 

BitSafe 
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http://www.butterflylabs.com/bitcoin-hardware-wallet  
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Mycelium Bitcoincard 

https://mycelium.com/bitcoincard 
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http://btchip.com/index.html 
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https://www.indiegogo.com/projects/prismicide-world-s-most-secure-bitcoin-hardware-wallet-and-anti-prism-platform 
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Bitcoin Hot & Cold Wallet Concept 

http://news.insidebitcoins.com/bitcoin-cold-hot-wallet-concept 62 
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https://en.bitcoin.it/wiki/Hardware_wallet         https://en.bitcoin.it/wiki/Smart_card_wallet 
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• Easy of use 
- Easy to understand 
- Easy to operate 
- Easy to carry 

What Should a Hardware Wallet Be? 

• Security 
- Private keys protected in the device and never exposed in plaintext 
- Device authentication 
- Sign the bitcoin transaction “offline” with decent RNG 
- Able to backup and restore when hardware failure or lose 
- Solid hardware and firmware against thieves 
- Using secure chip against hardware hack 

 
 

• Advanced Features 
- HD wallet (BIP0032) 
- Multi-signature feature 
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Scenario of Using a Hardware Wallet 

• How to prevent unauthorized signing request? 

• How to prevent manipulated signing request? 

Software Interface 

Bitcoin 
P2P 

Network 

Balance 

4. Signed 
Transaction 

1. Sync  
Transactions 

3. Signed 
Transaction 

2. Unsigned 
Transaction 

Address 

Transactions 
Log 
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Hardware Wallet 

Private Key 

Crypto 
Engine 
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A Demo of a Smartcard Wallet 
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Demo Environment 

Hardware Features 
• Common Criteria EAL 5+  

• ARM Secure Core SC300TM 

• Secure Flash (Active Shield) 

• TRNG 

• Coprocessor for ECDSA 

• Unique ID 

 

Firmware Features 
• On card transaction signing 

• On card ECDSA/AES/SHA256 

• 1000+ Bitcoin address and 
private key pairs 

• Host binding 

• User PIN (optional PUK) 

• Wallet management 
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Recap 

• Bitcoin economy is boosting 

• Bitcoin is essentially a cryptographic protocol, 
which is brilliant and beautiful 

• Watch out various aspects of Bitcoin security 

• Bitcoin private keys are so crucial that must 
be protected with extreme care 

• Offline Bitcoin hardware wallets integrated 
with mobile devices seem to be one of the 
future trends 
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Bitcoin Rocks! 
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Appendix.  The Script about Bitcoin from 
Cryptographers’ Panel, RSA Conference 2014 
https://www.youtube.com/watch?v=gMc9fHvc78Y  

*Kocher* {31:57}: As you speak about decentralized systems and splitting trust, that 
brings up the topic in Bitcoin, which has been getting a lot of attention recently. It’s been 
called everything from a dangerous technology that should be banned, to the currency in 
the future, to a great investment, to a bubble. Do you use it? What’s your thought about 
it? Where do you think crypto-currencies will sit in the future? 

*Rivest*: I don’t use it. It’s a fun research topic.  

*Shamir* {32:21}: I think that it is an example of a project which had a lot of potential, 
but almost everything that could go wrong with it did. Let’s look at some of the aspects. 
It was supposed to be a decentralized system, which no one would be in control of. It 
turns out that there were a few organizations which, a few exchanges which dominated 
the market. Almost nobody can mine Bitcoins at the moment. So if you want to make any 
money out of the mining operation, you have to buy these very very expensive ASICs. 
And therefore again, it’s highly centralized. Almost everything is highly centralized. If you 
think about how many cases are reported, in which Bitcoins are stolen from computers – 
from electronic wallets kept in your computer – it shows that the currency on the 
Internet cannot be kept on the Internet, which I find very ironic. 
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*Diffie* {33:33}: I thought indeed in its original vision as a totally decentralized thing, 
that was tremendously exciting. I mean we’ve been trying, we’ve been chasing, some 
people particularly chasing the will of the wisp of electronic, decentralized, anonymous, 
this, that, and the other electronic banking; now for about three decades. So this struck 
me as a big leap forward in that direction. And Bitcoin is now just one, you know, it 
needn't be perfect as a design, there are related designs that attempt to debug it. The 
kind of centralization you’re talking about is very hard to eliminate in anything. Biology 
does fairly well. But if you go one level deeper, you find the heavy elements 
manufactured in supernovas, which are expensive, right? So whether you can build, a 
competitive society, whatever, that doesn’t have centralized resources; whether that can 
out-compete one that does, I think it is very far from clear.  

*LaMacchia* {34:36}: So first I don’t use Bitcoin currently. I played around a little bit just 
to try mining early on, didn’t really find anything. And I will admit that when the coin – 
when it got above a thousand dollars a Bitcoin, I did the digital equivalent of hunting 
around in the cushions of your couch, looking to see if I had managed to leave any little 
digital coins around. Cause it would have been interesting though I didn't have anything 
left on disk. But what I find most interesting is the amount of computing power that’s 
going into it. So I did a quick check last night. You go to blockchain.org [blockchain.info 
actually] which publishes all the stats on the Bitcoin blocks. And currently the Bitcoin 
mining network is generating about 29 million giga-hashes per second. That’s about 2 to 
the 55 [255] hashes, SHA-2 hashes, per second is going into this effort. 

*Diffie*: […] reading someone's DES traffic. 
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*LaMacchia*: Well that’s the point. If you have that much of compute power that's been 
specialized you can basically apply it to a DES key in a second or two. Or finding SHA-1 
collisions if the theoretical bounds under 2 to 64 [264] are correct, could do it in under an 
hour of time. So there is a lot of compute power that’s being thrown into this.  

*Rivest* {35:46}: So we're getting security because those resources are not being devoted 
towards breaking these cryptosystems, but they're off doing Bitcoin things. Right? […]  

*LaMacchia*: Something like a honey-pot.  

*Shamir*: I’m actually surprised that the green movement is not trying to intervene, 
because so much electricity is being lost making their Bitcoins that somebody should do it.  

*Rivest* {36:07}: That‘s a great technical question as how do you implement something 
like the Bitcoin public ledger in a way that doesn’t waste all this electricity. I‘d love to see a 
good solution to that. Following up on that just a little bit if I may: I think there’s a 
convergence of interest here between Bitcoin and some other applications. In Bitcoin 
you‘ve got this distributed public ledger basically where you can append records at the 
end of that. That abstraction is one that we see in other applications as well. The 
certificate transparency project by Google has the same abstraction needed. And also a lot 
of electronic voting applications need a public ledger where you can append only and so 
on to. So I think we’re seeing an identification of a common abstraction we need to have 
well implemented. I think the Bitcoin implementation is wasteful for electricity. If we can 
solve that problem of doing what‘s done there without the electricity waste, we may have 
a home-run. {36:59}           Recorders: 林樂寬 (Niklas Lemcke), 童御修 
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